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https://datareportal.com/reports/digital-2023-global-overview-report

CONVERGENCE OF TECHNOLOGIES cdReRTEl
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DIGITAL TRANSFORMATION IS NOT
WITHOUT ITS

CYBER-ATTACKS MAY HAVE PHYSICAL CONSEQUENCES
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EVOLUTION OF CYBER THREAT

—

. Present
Tools and techniques has also evolved from
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Viruses to the Ransomware attacks that have - Banking malware
high pay off for the cyber-criminal « Key Logger
_community. * Bitcoin Stealer
« Social Engineering | . Identity Theft
— 2010 —— JIB gotS t - Phone Hijacking
* Botnets .
« DNS Attack  Malicious Email . ﬁ%%ﬁ;v,g\/ﬁ;fs&z
_ « SQL Attacks . DDoS
- Social * Anti-Spam Ransomware
Engineering | - Sites Man in Middle
* Impersonate « Competitive Attack
« Malware * Theft « Sabotage o
« Worms « Phishing
« Trojan
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THE MORE WE ARE INTERCONNECTED
THE MORE WE ARE EXPOSED

GLOBALLY

Possible Cyberattack Disrupts The
Philadelphia Inquirer

The Inquirer, citing “anomalous activity” on its computer systems,
said it was unable to print its regular Sunday edition and told
staff members not to work in the newsroom at least through
Tuesday.

Russian Man Charged for S200 Million in
Ransomware Crimes Involving Crypto

"3 Author: Andrew Throuvalas - Last Updated May 21, 2023 @ 07:30

The hacker was allegedly involved with multiple ransomware strains that attacked
police departments, hospitals, and the Colonial Pipeline.

Toyota Japan confirms decade-long
security breach affecting more than 2M
customers

3CX's supply chain attack was caused
by... another supply chain attack

Carly Page @cariypage_ / 8:00 PM GMT+8+ April 20, 2023 ] co

Cyberattack On European Spacecraft!
How ‘Hackers’ Took Control Of Satellite’s
Imaging Sensors & Jeopardized Its Data
B EEIEEEN 5y GuestAuthor | May 21,2023

By Group Captain Arvind Pandey (Retd)
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CYBERCRIME OCCURS EVERYWHERE MALAYSIA

EVEN IN

e B Varsity lecturer loses RM1.3mil to

STRATSTIMES ™ e B e | SaTSTipis S e o e e v M dicat “
inine sScam cases inf!easing in Malaysia 14 amested for online job scams in Johor a C a u S Ca m Sy n I C a e o
¥ St M NN et G A 1 T T Bernama - |znuary 2, 2023 823 F Y

JFortinet: Malaysia recorded 84 million cyber attacks

Cleaning service scam uses
cheaper rate to snare victims'

daily in fourth quarter last year

e By Bernama - February 22,2023 @ 10:16am

in Malaysia are leaked
and sold to scammers.
Are telcos to be blamed?

Immigration Department Confirms Site Is Down After
Alleged Cyberattack By Hacker

In the website description, the hacker stated that they hacked the website "just for fun”

o By Agasha Nur'aiman — 04 Apr 2023, 02:24 PM — Updated about 2 months ago

Malaysia Experienced 37% More
gl Ransomware AHacks in 2022, and That'’s

Pretty Worrying

NOTIS!
PORTAL JABATAN ‘S{MA:““\"‘ TR
“n‘"&a'es%m WAKTU

Malaysia has been hit more times than usual.

Wong Mareh 22,2023 f w
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CYBER INCIDENTS REFERRED TO CYBERSECURITY MALAYSIA |||
(2011 - 30 June 2023) MyCERT Incident Statistics

Security Alert £
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9986 601 10016 INCIDENTS IN MALAYSIA
10000 (CYBER999)
8334 . Fraud
8000 . 7292 . Malicious Code
. Intrusion
. Content Related
6000 —
Types of incidents
As of 30 June
|
. Intrusion
4000 . Intrusion Attempt
. Denial of Service Attack (DOS)
. Fraud
. Spam
2000
. Content Related
. Vulnerabilities Report
. Malicious Codes
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INSECURITY CAUSES DEVASTATING IMPACTS /“=esra il
- Risks and Impacts of Cyber Attacks

Financial

» Detection and escalation
Notification

Lost business / contract
Response Costs
Competitive disadvantage
Insurance premium cost

Brand

» Sensitive media scrutiny
* Public Relations
» Loss of intellectual Property / Asset

~ CYBERSECURITY

Regulatory

* Independent audits
» Regulatory fines
» Restriction on information sharing

* Implementation of comprehensive
security solutions

Operational
 Diversion of employees from strategic
initiatives to work on damage control

» Cybersecurity improvement
» Operational Disruption




COMMON CYBER ATTACK

PHISHING ATTACKS

Qur new Enterprise Plan has finally arrived -

The practice of sending fraudulent communications
that appear to come from a reputable source. e e e

support, improved data analysis and state of the art security features.

Currently, this service is being offered as a free trial. To update your account, simply click the link below.

Thank you,
James Robinson

...............

Commonly involves deceptive emails or messages to : ( /
trick individuals into revealing sensitive information. Eptddods | N :
- il -

RAMSOMWARE SEYWARE ADWARE
1 ) . ' MALWARE AND RANSOMWARE
= @ [

= Malware is any software used to gain unauthorized access to IT systems in
order to steal data, disrupt system services or damage IT networks in any way.

Types of Malware

o — an Ransomware is a type of malware identified by specified data or systems
__=& sS4 i being held captive by attackers until a form of payment or ransom is provided

1v Copyright @ 2023 CyberSecurity Malaysia



COMMON CYBER ATTACK

DISTRIBUTED DENIAL-OF-SERVICE (DDOS) ATTACKS

A malicious attempt to disrupt the normal traffic of a targeted
server, service or network by overwhelming the target or its
surrounding infrastructure with a flood of Internet traffic.

Commonly DDoS attack involve multiple sources and its focused
on service disruption and financial losses.

VICTIM

Man-in-the-Middle (MitM) ATTACKS Social Engineering Attacks

Utilize through the manipulation of
individuals to disclose sensitive information
or perform certain actions.

Intercepting and altering communication
between two parties without their
knowledge.

The potential risks, including unauthorized Commonly  employ  techniques like

eavesdropping.
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Artificial Intelligence (AI) In Cyber Attacks

Malware Detection Evasion

EMERGING CYBER THREATS

Cyber Il

MALAYSIA

Internet of Things (IoT) Vulnerabilities

Gt
Insecure

components

Outdated components or
components that contain
vulnerabilities

Al Fake Content
Deepfake Attack

Automated Phishing

N )
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Unnecessary
open ports
Unused open ports in some

devices can allow hackers to
exploit vulnerable services

Insufficient logging
mechanisms
Lack of logging mechanism in

devices makes it easier to hide
malicious activities

\
Sophisticated Evasion Fast Adaption and
Techniques Evolution

Inadequate privacy Lack of automatic patch Hardcoded

( ] protection and encryption management passwords

l CHALLENGES J Poor data management Devices lack automated patch Passwords cannot
capabilities and lack of mechanisms and integrity checks be changed

Blendi ith Leaqiti t encryption on shared data that can prevent malicious
ndaing wi itm . odification of patch
ending —egitimate Increasing Attack Scale \_ ocHicaton o peenes >
Traffic
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EMERGING CYBER THREATS

Cloud Security Risk

—\'i Data loss
DoS
attacks

Misconfigured
cloud storage

@)

Data
breaches

Lack of
research

Cloud Storage
o
_ u =

Shared technology
weaknesses
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infections Hijacking
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Insufficient
access management
4.5
\ X/
Insider
threats

| CyberSecurity||

MALAYSIA

Mobile Device Threats

MALICIOUS APPS

Over 200 Malicious Android
& Apps On The Play Store Used
: To Steal Sensitive Data

& MOBILE
MALWARE

MALWARE

(= (e

UNSECURE WI-FI
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EMERGING CYBER THREATS
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Advanced Persistent Threats

(APT)

How Advanced Persistent Threats Work

i E %k %k %k %k S8 —AFAI
Access: Settle: Stretch: Move:

Hackers search for
opportunities to gain
administrator rights.

Hackers introduce
malware.

Hackers gain access
to your system.

Hackers dig deeper
into your network.

JAN

APT uses continuous, clandestine, and
sophisticated hacking techniques to
gain access to a system and remain

inside for a prolonged period of time,
with potentially destructive
consequences.

Persist:

Hackers remain in
place until they've
achieved their goal.

okta

New APT group targets ASEAN governments and
militaries
The Dark Pink advanced persistent threat group used custom malware to exfiltrate

data from high-profile targets through spear-phishing emails last year, according to
Group-IB

New APT Group Red Stinger Targets Military and
Critical Infrastructure in Eastern Europe

el 5 = o
B May 11,2023

& Ravie Lakshmanan
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F
CHALLENGES IN CYBERSECURITY |Cybersecurity|

MALAYSIA
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MALICIOUS PROFESSIONAL
INSIDER

INSIDER
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95%

of Breaches are Caused
by Hurnan Error

Increase of Cyber-attack Human Error And Lack Of Data Breaches And

Surface Cybersecurity Awareness Privacy Concerns
15 Copyright © 2023 CyberSecurity Malaysia






SECURITY EXPERTS TOP
ONLINE SAFETY PRACTICES

SECURITY NONEXPERTS TOP

c | B E R ONLINE SAFETY PRACTICES
1. USE ANTIVIRUS
SOFTWARE

2, USE STRONG
PASSWORDS

1. INSTALL SOFTWARE
UPDATES

2. USE UNIQUE

Refers to fundamental PASSWORDS

cybersecurity best practices that
an organization’s security
practitioners and users can

s on on En B B B BN S B B B S B B e G G G N NN G I AN AN SN G OGN G G G

3. CHANGE PASSWORDS 3. USE TWO-FACTOR

FREQUENTLY AUTHENTICATION
undertake. @ B L_________________ /NN PSR @ _________
4. ONMLY VISIT WEBSITES 4. USE STRONG
THEY KNOW PASSWORDS
5. DON'T SHARE 5. USE A PASSWORD
PERSONAL INFORMATION MANAGER
- | Ay y Ay 4

17 Practice Great Cyber Hygiene - Cyber Risk Opportunities Copyright © 2023 CyberSecurity Malaysia



https://www.cyberriskopportunities.com/practice-great-cyber-hygiene/

OTHER CYBERSECURITY MEASURES~<g:SS &) Nel{ A

FOR ORGANISATIONS AN

L. e 3N
T % -.'l' ‘lll I|' -|-

» Defence-in-depth

Zero trust approach.

« Firewall, anti-malware software and patch management.

* Proper cybersecurity awareness and training.

* Implementing good security policy.

« Have a Bring Your Own Device (BYOD) policy

« Regularly back up all data.

« Be alert and cautious. Look and think before you click.



https://www.peoplematters.in/video/webinar/webcast-what-hr-ld-leaders-should-know-about-cybersecurity-skills-20341
https://creativecommons.org/licenses/by-nc-sa/3.0/

Cyber Resilience - so much
more than Cybersecurity

No matter how secure is an organization, there is no
such thing as 100% secure

It is no longer the question of how to secure oneself
from being attack

It's just a matter of time that a cyber-attack can occur
to an organization. Similarly, human error can also
affect a business’s operations and render it incapable of
serving its customers.

Hence, what is more important is that the organisation
try their best to strategize in order to lessen the impact
due to cyber-attacks. It is crucial to know how to act
and recover or bounce back once being attacked

19 Copyright © 2023 CyberSecurity Malaysia



Cyber Il

CYBERSECURITY VS CYBER RESILIENCE

Definition: procedures followed, or measures taken to | Definition: the capacity to recover quickly from

ensure the safety of a state or organisation difficulties; toughness

Technologies and processes are designed to protect an | Technologies and processes designed to keep delivering

organisation from cybercrime intended services in spite of cyber incidents

Works to reduce the risk of cyber-attacks and to protect | Works to ensure continuity on a wider scope, comprising

the organisation from cyber theft/ espionage cybersecurity and business requirements

Can work effectively without compromising the usability | Requires organisation-wide culture shift that normalises

of other systems and embeds security best practices

Includes a business plan to resume operation in the | Requires the organisation to become agile and adaptable

event of a successful attack in the face of cyber-attacks and incidents
Action/plan/program in reducing risk and Action/plan/program upon occurred incidents and what

implementing to do next

security approach

20 Copyright © 2023 CyberSecurity Malaysia



Cyber Resilience

— so much more than Cybersecurity

Identify

* Traditional security measures are no longer enough to
protect a company’s data and network security.

Anticipate “\ ,v" Protect

* Improve security system, internal process and work culture.

-« GY/[3 NCE—~ [.

It provides many benefit to an organization such as to
increase their security posture and reducing the risk of
exposure to their infrastructure.

I' ‘\
Recover Detect

* Helps reduce financial loss and reputational damage.

Respond * Inspires trusts in its clients and customers.

—

21 Copyright © 2023 CyberSecurity Malaysia



TO BE MORE CYBER RESILIENT |
. [ | Mg

Keep your cybersecurity systems updated with all the necessary SOPs active

Have proper policies, guidelines such as Business Continuity Policy, Incidence Response,
Disaster Recovery, Risk Assessments, etc.

Use modern and security-rich network infrastructures by trusted manufacturers

Make sure your IT team is leveraging the latest threat intelligence methodologies to monitor
malicious activities

You must onboard the right talent and cybersecurity tools to address the evolving
cybersecurity threats

Outsource an experienced cybersecurity firm to deal with cyber threats effectively.

Make cybersecurity a culture.
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|CyberSec

MALAYSIA

DerKASA

OFFICIAL LAUNCH ON 23 MARCH 2021

CSM initiatives aimed at developing, empowering, sustaining and
| strengthening cybersecurity infrastructure and ecosystem in Malaysia
| to ensure network security preparedness.

\

~




25

v

|| CyberSecurity ||

MALAYSIA

H o L I ST I c fill 730 4o *E{}

Adoption of holistic approach that
identifies potential threats to
organization and impacts to the
national security & public well-being ;
and

To develop the nation to become
cyber resilience having the capability
to safeguard the interests of its
stakeholders, reputation, brand and
value creating activities.

o+ < — _o Copyright © 2023 CyberSecurity Malaysia
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MALAYSIA

Objective: Empowering, strengthening and preserving the cyber security infrastructure and ecosystem in
Malaysia so that it is always sustainable, protected and resilient.

Covers aspects of policy development, strategy, Involves technology in particular matters related to
Standard Operating Procedure (SOP), recognition of minimizing vulnerabilities, digital forensic analysis,
international standards malicious code (malware) and data

PRODUCTS AND SERVICES

1. Global Accredited 2. CyberSAFE L.I.V.E

Covers aspects of skills, knowledge, ethics,
behavior and talent

26
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) - 1. Information Security 2. ISMS Guidance Series 1. Crypto Random Test Tool 4. Coordinated Malware,
Cybersecurity Gallery NWA4iivecnier: . . . 2. X-Forensics Tools Eradication, and Remediation
Education S (e goverpance,HklsllifCh k3. :\r;lformatlon .:.ecurlty 3. PenDua Tool ; Eleit;%r;\lneic;MERP)
Ao ompliance Hea ec anagemen | OUG : _ »
(ACElscheme (C&?Z’féi?ﬁ? freinine Assessment (ISGRIC) System(ISMS) ‘ Pena: ‘ Rong! 6. CamMuka (Facial Recognition)
1. CyberDrill Exercise 1. Business Continuity 7. Technology Security 1. MyCyberSecurity Clinic 6. Cyber Threat
2. Behavioral Management System (BCMS) Assurance (TSA) (MyCSC)- Data Intelligence Service
Competency Certification 8. ICT Product Security Recovery and Data 7. Cloud Security
Assessment (BCA) 2. Digital Forensics (DF) Case Assessment (IPSA) Sanitizati_on Services Compliance _Audit
3. Cyber Safety Management 9. Security Posture Assessment 2. Lab Quality 8. Cloud Security
g 3. Incident Handling Case (SPA) Managemept Assessment_Audit .
Everyone (CyberSAFE) . Manage_ment 10. SCADA Security Assessment 3. Cybgrsecurlty Lab 9. Cloud Security Audit for
I GL@B AL ACE 4. Cyber Discovery (SSA) Services _ _ ISMS . .
Awards. Conference & CERTIFICATION 5. MyTrustSEAL _ . 11. PHP Secure Code Assessment 4. CyberSecurlfcy Malaysia  10.Security Opgratlon
] 6. Penetration Testing Service (PSCA) Cryptographic Centre Service
BxhibitanESTIEECE) Provider(PTSP) Certification 1. Malaysian Common Criteria Evaluation Lab 11.Red Teaming Service
Scheme (MyCC) (MyCEL)
13. Cybersecurity Strategic and 5. CCTV Forensics
Technical Advisory Service
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CONCLUSION AND WAY FORWARD

s There is no such thing as 100% security. There is still much
improvement to be made. We need to increase and strengthen our
cybersecurity manpower and professional skills.

s There is a need to ensure for a secure, resilient and trusted cyber
environment in order to sustain progression and prosperity. In this
regard, a more innovative and proactive adaptive security approach
is required to address such situations. Adaptive cybersecurity
encompasses predictive, detective, responsive and corrective
capabilities.

+ In addition, our approach also has to be adaptive, dynamic and
innovative covering people, process and technology.

% Strengthening Public-Private-Academia Partnership and national,
bilateral, regional and International Collaboration.

% Malaysia should gear itself towards cyber resilience as the threat of
a global cybersecurity breach continues to pose a major risk.

27 Copyright © 2023 CyberSecurity Malaysia
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MALAYSIA

MINISTRY OF
COMMMUNICATIONS AND DIGITAL

THANK YOU

CyberSecurity Malaysia

Level 7, Tower 1, Menara Cyber Axis, Jalan Impact, 63000 Cyberjaya
Selangor Darul Ehsan, Malaysia

F +603 8008 7000 | H +61 300 88 2999

info@cybersecurity.my

@ CyberSecurity Malaysia

T +603 8800 7999
www.cybersecurity.my

o cybersecuritymy

cybersecurity_my

o CyberSecurityMalaysia o cybersecuritymy

) — i A

GASIBERMADANI {8 (@ 6] D wic &
Sentiasa Bijak = Sentiasa Selamat MS —

Best Br, ACB ISMS 02 Best e Criina
iy s omome st SAMu g s Company
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